OVERVIEW

This CISA factsheet provides instructions for digitally signing Adobe PDF documents when a signature form field is not
present or does not automatically insert a certificate.

PROCEDURE

To digitally sign your Adobe document, follow the steps listed in Table 1.

Table 1: Steps to Digitally Sign an Adobe PDF Document

Step Image/Result

1. Open the Adobe PDF file that you wish to digitally sign.

2. On the menu bar, select Tools.

3. Select Certificates.

2

Certificates

4. Select Digitally Sign.
é}@ Digitally Sign

5. A pop-up window may appear with instructions to click
and drag your mouse to draw the area where you would Adabe Acrobat
like the signature to appear. Click OK

[ . Using your mouse, click and drag to draw the area where you would like the signature to
@' appear. Once you finish dragging out the desired area, you will be taken to the next step
of the signing process.

[[] Do not show this message again

6. Using your mouse, click and drag to draw the area
where you would like the signature to appear. Release
to move to the next step.

7. A pop-up window may appear stating that you are

about to create a fairly small signature on this document. Adobe Acrobat
Select Start Over to draw a larger box and make your ‘ ] i
. . . . ‘ou are about to create a fairly small signature on this document.
S|gnatu|’e more readable Or’ |f the box IS OK as-Is, Select v Ifyoiwat:tynur sitgnature to be more readable, click Start Over and drag out a larger
Sign. area for the signature.

[[] Do not show this message again
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8. Select the appropriate digital ID (if more than one

displays) and select Continue. sian with 2 Diatal 10 y
Choose the Digital ID that you want to use for signing:
. GD (Windows Digital ID) View Details [
Issued by: US. Government, Expires: 2023.02.02
E\D issued by: US. Government, Lm-eyzuﬁf::[w‘jm =R Ve Dels
GB e 7‘3.":\;\’:’;d13v“ Digital 1D} View Details
®
9. On the next screen, select Sign. This will insert a
digital signature stamp in the signature field you Sign as * x
previously drew with your mouse. g .
| Digitally signed by
.
( (affiliate)
- Date: 2020.04.03
( —d 12:49:12 -04'00'
Lock document after signing View Certi
Review document content that may affect signing
10. When prompted, enter a file name and select Save.
File name: ~
Save as type: | Adobe PDF Files (*pdf) ~

~ Hide Folders Cancel

11. When prompted to enter your digital signature PIN,
type the PIN in the box provided and select OK.

Windows Security X

Smart Card

Please enter your digital signature PIN.

‘ PIN

Click here for more information

oK Cancel
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12. When complete, your digital signature will appear in
the document. You may now close the document.

Digitally signed by

(affiliate)
Date: 2020.04.03
12:57:50 -04'00'

For more information or to seek additional help, contact us at SkillingAcademy@cisa.dhs.gov.
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