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PPD-21 Requirements and Scope 

 Directs the Secretary of Homeland Security to provide to the 

President…a successor to the National Infrastructure Protection 

Plan to address the implementation of this directive [PPD-21], the 

requirements of Title II of the Homeland Security Act of 2002 as 

amended, and alignment with the National Preparedness Goal and 

System required by PPD-8. 

 Developed in coordination with the CI community of stakeholders.  

 Must be completed within 240 days (10 Oct 2013). 
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NIPP Update Purpose and Challenge 

Purpose:   
 

Guide the collective effort to strengthen the security and 

resilience of the Nation’s critical infrastructure. 

Challenge:   
 

Developing the Plan in collaborative manner, recognizing 

the evolving risk landscape and complex decision-making 

environment of diffuse authorities and responsibilities 
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Guiding Principles 

Through partnerships, infrastructure is made more secure and resilient 

Build on the successful work to date and leverage existing knowledge 

and structures wherever possible 

Describe the conditions that necessitate an updated approach to critical 

infrastructure security and resilience 

Lay out the broad principles and policies that underpin this approach in 

the public and private sectors 

Describe the national program that will implement these principles and 

policies to achieve shared outcomes 
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 Executive Summary 

 Introduction 

 Background (Risk, Policy, and Operating Environments) 

 Purpose and Scope (Vision, Mission, Goals) 

 Collaborating to Manage Risk 

 Taking Action:  Specific Steps to Advance National Efforts 

 Appendices:  Partnership; Roles and Responsibilities; Glossary of Terms 

 Supplemental Tools: Critical Infrastructure Risk Management Framework; 

Connecting to the NICC and NCCIC; DHS Resources for Vulnerability 

Assessments; Incorporating Security and Resilience into Critical 

Infrastructure Projects 
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Draft NIPP Update 

Revised Document Structure 
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 Moved details of Roles and 

Responsibilities to Appendix 

 Weaved information sharing 

throughout the plan, but did not 

include a separate section 

 Retained the partnership structure 

approach  

 Addressed cybersecurity and 

international issues throughout, but 

did not include separate sections 
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Changes from 2009 NIPP to 2013 Plan  

Structural Content 

 Evolved the Risk Management 

Framework and chevrons 

 Demonstrated alignment to the 

National Preparedness System 

 Continued focus on CIPAC as key 

decision-informing tool 

 Included a new focus on actions to 

guide collective efforts for the near 

future 
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 State a clear purpose and 

associated goals 

 

 Apply to State, local, and regional 

partners, as well as small and 

medium-sized owner/operators 

 

 Reiterate the importance of risk 

management 

 

 Describe clear and realistic actions 

to achieve the mission 

 

 

 

 

 Demonstrate linkages to National 

Preparedness System 

 

 Better describe what CIPAC is and 

is not  

 

 Provide more specifics on how 

progress in information sharing will 

be achieved 
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Scope of Changes from 12 August Draft 

The Overall National Plan Should: 
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How to Engage 

 National Infrastructure Protection Plan process 

 Review and comment on Draft Documents (Due Sept. 20) 

 www.dhs.gov/eo-ppd 

 Provide input through dialogue on IdeaScale -- 

http://eoppd.ideascale.com  

 Encourage partners to review and provide input 

 PPD/EO Integrated Task Force Weekly Stakeholder Bulletin 

 Current status of activities 

 List of upcoming Open Forums, Webinars and other Engagement 

Opportunities 

 Contact EO-PPDTaskForce@hq.dhs.gov for more information 
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QUESTIONS 




