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FEDERAL INFORMATION SECURITY MEMORANDUM FOR THE I-lEADS OF 
EXECUTIVE BRANCH CIVILIAN DEPARTMENTS AND AGENCIES 

FRO~: ~flOberta G. Stemptley, Acting Assistant Secretary. Office ofCybcrsccurity & 
Communicarions, Department of Homeland Security 

SUBJECT: Announcing Trusted Internet Connections (TIC) Relerence Architecture v2.0 

This Fcdcrallnform.ttion Security Memorandum (F ISM) I infonns the heads ofc.\cculivc branch civi lian 

departments and agencies o f the revised TIC Reference Architecture '12 .0. 

Tht: riC Reference Architecture .,,2 .0 introduces new, and clarities e.xisling. mandalory critical 

o:apabilities. In addition to mandatory critical capabilities, the TIC Reference Architecture .,,2.0 includes 

recommended capabilities hased on evolving technologies and threats. Recommcndcd capabilities are 
cons idered desirable. but do not have well-delined standards due to evo l."ing tcchnologies. threats. or 

rcquirelllt:nts. TIC ACl.:ess I)mviders (TtCAPs) and Managed Trusted [nternet Protocol Serv ice (MTlPS ) 

providers should plan for recommended TIC capabilities. and implement them as lederal and industry 

standards are more full y ddincd . In tht: next (Cvision oflhc TIC Reference Architecture. these 

recommended capabilities are expected to become mandatory critical capabilities. 

rhe TIC Reference Architc.."Ctu(C ...2.0 and additional infonnation is available on the OMB MAX Portal 

(n:'quires a .GOV or .MIL e· mai l address to register): 

tp.. ill' lIlnn g,." ..;. 1lI1!ltoiU Ji"pla.),. f ~\\ I u,tcd lnlO:rIIl'l Cnnn....:IlIllh 

The TIC Reference Architecture v2 .0 applies to: 

• 	 agencies des igll<llcd <IS TlCAPs: 

• 	 commercia l carriers designated as MT II'S providers; and 

• 	 a ll federal executive branch civilian agellcics procuring Networ1\: MTIPS or using T ICAP 


services. 


Agencies are reminded they sli[1 must complete till: fo llowing previously estahlished fie Reference 

Architecture '11.0 Milestones. 

Previous TIC '11.0 Mi!cstolll:;s; 

January 1.10 I I. Appro."ed TICAP departments and agencies and Nctworx MT IPS providers wi ll 

schedule Iht:ir next TIC Compliance Validation (TCV)lCybersecurity Com pliance Validation 

: The Department of Homeland St-curilY issues Federal lnronnalioo Security Memoranda 10 infoml federal 
dcpartmenls and agencies of their responsibilit ies. req uired actions. and effective dales 10 lIchic\'c ledernl 
infunn"t ion security policies. 
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(CCV) annual assessments with the Department of Home land Security's Feder-II Network 

Security Branch, Compliance & Assurance Program. 

January 31. 20 II. All other executive branch civi lian departments and agencies route all external 

connect ions. including to the Internet, through a T IC v I.O-complianl TICAP or MTIPS provider. 

Individual Pates. Approved T ICAP departments and agencies achieve 100% technical 

capabilities and 100% consolidation of external connections, including those to the Internet 

according to their indiv idual T IC Plans or Actions & ~ilestones (POA&Ms) submined to the 

T IC Program Office. 

DHS issues this memorandum pursuant to the rollowing authorities: 

• 	 The Federal Infonnation Security Management Act (FISMA). 44 U.S.C. §§ 3541-3549. 

• 	 Office of Management and Budget' s (OM B) M-1 0-28. Clarifying Cybersecurity Responsihilities 
and Activities u/the Executive Office o/the President (md DHS (assigning to OI·IS certain 

responsibilities under FISMA), and 

• 	 Nat ional Security Pres idential Directive 54/1-10meland Security Presidential Directive 23. 


Comprehemive Nutional Cyherseclirily Initiative (especially paragraphs 15 and 25). 


Additional re levant documents include: 

• 	 OMS M-08-05: Imp/eli/emOtion a/Trusted Internet C(Jnl1ecli/Jn.~ (TIC) 

• 	 OMB M-08- 16: Guidam.:e/or Trusted Inlernet Connection Statement a/Capability (SOC) Form 

• 	 OMB M-08-27: Guidance jor Trllsled Iillemet Conneclion (TIC) Compliance 

• OMB M-09-32: Update 011 the Trusted Internet Cunneetiolls In iriative 

For additional information or questions, please contact Sean Donelan. T IC Program Management OlTIce, 

Federal Network Security Branch. Department of Homeland Security at · lI~l".S-<\' or by telephone 

703-235-5122. 

, 



